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TO COMUSFLTFORCOM NORFOLK VA 

COMPACFLT PEARL HARBOR HI 
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OSP WASHINGTON DC 

DIRSSP WASHINGTON DC 
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NAVINSGEN WASHINGTON DC 

OGC WASHINGTON DC 
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DON AA WASHINGTON DC 
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NRL WASHINGTON DC 

ZEN/CNR ARLINGTON VA 
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COMNAVSEASYSCOM WASHINGTON DC 

COMNAVAIRSYSCOM PATUXENT RIVER MD 

COMNAVLEGSVCCOM WASHINGTON DC 

OFFCIVHUMRES WASHINGTON DC 

CHINFO WASHINGTON DC 
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ZEN/CTF 1050 

CTF 1060 



ZEN/CTF 1070 
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NIWC PACIFIC SAN DIEGO CA 
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BT 

UNCLAS 

 

SUBJ/(U)FLTCYBERCOM FRAGORD 01 TO EXORD 20-019, ENUMERATION OF REMOTE NMCI 

ACCESS 

REQUIREMENTS// 

 

MSGID/ORDER/FLTCYBERCOM/20-019/ENUMERATION OF REMOTE NMCI ACCESS 

REQUIREMENTS/EXORD/(U)// 

ORDTYP/FRAGORD/FLTCYBERCOM// 

TIMEZONE/Z// 

 

REF/A/EXORD/FLTCYBERCOM/042330Z MAR 2020/20-014// 

 

REF/B/FRAGORD/062131Z MAR 20/20-014// 

 

NARR/ (U) REF A IS EXORD 20-014, RESPONSE TO CORONAVIRUS 2019. REF B 



IS FRAGORD 01 TO EXORD 20-014, RESPONSE TO CORONAVIRUS 2019.// 

GENTEXT/SITUATION/1. 

 

1.A. (U) Fleet Cyber Command / Commander TENTH Fleet (FCC/C10F) 

conducts operations in Phase II (Mitigate) of REF A.// 

 

1.B. (U) As the incidence of COVID-19 infection increases, 

FCC/C10F forces must conduct Phase II tasks and be prepared 

to (BPT) transition to Phase III (Respond). 

 

1.C. (U) FCC/C10F has evaluated current telework capability within 

NMCI and assessed it as follows. 

 

1.C.1. (U) Virtual Private Network (VPN) access providing full 

access to Unclass network resources via NMCI laptop: 25000 concurrent 

users. 

 

1.C.1.A (U) Approximately 159000 NMCI laptops have been issued across 

the force. 

 

1.C.1.B (U) Mobile Devices such as iPhone and iPad: approximately 

35000 in the field. 

 

1.C.2. (U) Outlook Web Access (OWA) access providing access to email 

services via NMCI Laptop or Personal Computer: up to 240000 

concurrent users. 

 

1.C.3. (U) Defense Collaboration Services (DCS) Unclass available for 

Collaboration and virtual meetings at https://conference.apps.mil. 



 

1.C.4. (U) Various command SharePoint portals for file sharing and 

collaboration, including MilSuite at https://www.milsuite.mil. 

 

1.D. (U) Unauthorized commercial services 

(e.g. Gmail, Zoom, WebEx, and others) are not to be used for official 

tasks - DoD and Navy data should not be uploaded to or communicated 

through these capabilities. 

 

1.E. (U) In order to prepare for mass telework across the Navy, given 

the limited resources noted in PARA 1.C above, it is necessary for 

all commands to determine which staff are considered mission 

essential in order to effectively prioritize access to full VPN 

capability and ensure personnel have necessary equipment to access 

other authorized services. Mission essential personnel are those that 

have a vital role supporting fleet readiness and force generation 

which in the course of their duties require constant access to the 

full suite of NMCI resources that can only be achieved via a VPN 

connection. 

 

1.E.1 (U) Scenario 1: PARTIAL SCALE TELEWORK - This would involve 

approximately 1/3 of NMCI personnel working from home or an area 

other than their primary duty station at any given time. Based 

on our estimates there is no need to prioritize VPN access to any 

specific users. We would keep the list of authorized users to be used 

as a contingency plan as the situation develops. 

 

1.E.2 (U) Scenario 2: FULL SCALE TELEWORK - This would involve 90% 

or greater of personnel on NMCI working from home or areas other 



than their primary duty stations. In order to ensure essential 

personnel have on-demand remote access to NMCI resources we would 

enable a whitelist to ensure only personnel deemed essential the 

ability to login via VPN and all others would have to use OWA or 

other authorized collaboration services as stated in PARA 1.C 

and 1.D. 

GENTEXT/MISSION/2. 

 

2.A. (U) CHANGE. Upon receipt of this message all commands will identify 

mission essential personnel that require remote access to Navy 

Marine Corps Internet (NMCI) in the performance of mission critical 

duties NLT 16 MAR 20.// 

GENTEXT/EXECUTION/3. 

 

3.A (U) COMMANDER'S INTENT. 

 

3.A.1 (U) PURPOSE. To maximize effective use of remote access 

capability in the operational environment, mission continuity, and 

provide allocated capability. 

 

3.A.2 (U) METHOD. Commands must assess mission essential personnel 

that require remote access to Navy Marine Corps Internet (NMCI) in the 

performance of mission critical duties in order to prioritize limited 

telework resources and capabilities IF a full scale telework 

scenario occurs. 

 

3.A.3 (U//FOUO) END STATE. The adverse effects of COVID-19 are 

minimized on DODIN-N operations and forces are capable of conducting 

assigned missions. 



 

3.B. (U) TASKS. 

 

3.B.1 (U) All ECHELON II COMMANDS. 

 

3.B.1.A (U) CHANGE. Work with your subordinate commands to provide an 

assessment via the sharepoint link listed in para 4.B.2 

identifying/prioritizing mission essential personnel that require 

remote access to Navy Marine Corps Internet (NMCI) and/or the usage 

of a DOD Mobility Classified Capability in the performance of 

mission critical duties NLT 16 MAR 20. 

GENTEXT/ADMIN AND LOGISTICS/4. 

 

4.A. (U//FOUO) FUNDING. No additional funding is authorized for 

execution of this order. 

 

4.B. (U//FOUO) This and all FLTCYBERCOM Orders and References can 

be found online at https://intelshare.intelink.sgov.gov/sites/ 

fcc-c10f-moc/_layouts/15/start.aspx#/orders%20references/forms/ 

allitems.aspxmoc/sitepages/orders/dashboard.aspx. 

 

4.B.1. (U//FOUO) Feedback on this order can be sent to COMTENTHFLT 

via UNCLAS email at FLTCYBERCOM_Feedback.fct(AT)navy.mil 

MOC/Lists/MOCFinalOrdersFeedbackForm/CustomNewForm.aspx. 

 

4.B.2. (U//FOUO) For data collection follow the instructions 

presented in the TELEWORK Documents sharepoint site here: 

https://intelshare.intelink.gov/sites/fcc/ 

N3/_layouts/15/start.aspx#/Shared%20Documents/Forms/AllItems.aspx // 



GENTEXT/COMMAND AND CONTROL/5. 

 

5.A. (U//FOUO) FLTCYBERCOM is the supported command. All others are 

supporting. 

 

5.B. (U) POINTS OF CONTACT. 

 

5.B.1. (U) PRIMARY POC for this order: FLTCYBERCOM/COMTENTHFLT COPS 

NIPR: matthew.l.ghen(AT)NAVY.MIL 

SIPR: matthew.l.ghen(AT)NAVY.SMIL.MIL 

JWICS: matthew.l.ghen(AT)NSA.IC.GOV 

COMM: (240)373-0109 

NSTS: 962-2314 

 

5.B.2. (U) FLTCYBERCOM/COMTENTHFLT DEFENSIVE CYBER OPERATIONS WATCH 

OFFICER (DCOWO): 

NIPR: C10F_DCO.FCT(AT)NAVY.MIL 

SIPR: C10F_DCO.FCT(AT)NAVY.SMIL.MIL 

COMM: (240)373-1483/1477 

NSTS: 962-2228 

 

5.B.3. (U) FLTCYBERCOM/COMTENTHFLT 

DCO/DODIN N35 DISTRIBUTION LIST: 

NIPR: FCC_C10F_NSAH_N3_N35(AT)NAVY.MIL 

SIPR: FCC_C10F_NSAH_N3_N35N36_ACTION_OFFICERS(AT)navy.smil.mil 

NSANET: DL_FLTCYBERCOM-C10F_N35(AT)NSA.IC.GOV 

EX-90: 730-1632 

COMM: (240)373-1600 

NSTS: 962-2143. 



 

5.B.4. (U) NAVNETWARCOM BWC: 

NIPR: bwc.nnwc.fct@navy.mil 

SIPR: bwc.nnwc.fct@navy.smil.mil 

COMM: (757)203-0110// 

GENTEXT/AUTHORIZATION/FOR THE COMMANDER, CAPT PATRICK A. COUNT, 

FLTCYBERCOM, MOC DIRECTOR.// 

AKNLDG/YES// 
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